
iSCSI Protocol 
Section 1: Introduction to iSCSI 
1.1 Definition and Core Purpose 

Internet Small Computer System Interface (iSCSI) is a standardized transport layer protocol 
developed and maintained by the Internet Engineering Task Force (IETF).1 Its fundamental 
objective is to enable the transport of Small Computer System Interface (SCSI) commands, 
data, and status messages over standard Transmission Control Protocol/Internet Protocol 
(TCP/IP) networks.1 This mechanism facilitates block-level access to storage devices 1, 
effectively allowing remote storage systems to appear to the host operating system as if they 
were locally attached SCSI disks.6 This capability extends across various IP network types, 
including local area networks (LANs), wide area networks (WANs), and the internet, enabling 
location-independent data storage and retrieval.6 

iSCSI fundamentally differs from file-level access protocols, such as Network File System 
(NFS) or Server Message Block (SMB)/Common Internet File System (CIFS) used in Network 
Attached Storage (NAS), and object storage access protocols, which employ distinct transport 
mechanisms and access paradigms.1 

A primary driver for iSCSI's development and adoption is its ability to leverage the ubiquitous 
and well-understood Ethernet and TCP/IP networking infrastructure.1 This reliance on 
standard, commodity hardware and protocols aims to provide a more cost-effective 8 and 
potentially simpler management experience 25 compared to specialized storage networking 
technologies like Fibre Channel (FC), which require dedicated hardware (Host Bus Adapters - 
HBAs, FC switches) and often specialized expertise.9 

1.2 Role as a Storage Area Network (SAN) Protocol 

iSCSI serves as a foundational protocol for creating Storage Area Networks (SANs) utilizing 
standard IP network infrastructure.1 A SAN provides consolidated, block-level storage 
resources that can be shared among multiple servers (initiators).6 By using iSCSI, 
organizations can centralize their storage into arrays while presenting this storage to 
application servers, database servers, or virtualization hosts as if it were directly attached.5 

The protocol's flexibility allows iSCSI SANs to be deployed in diverse environments. It is a 
popular choice for small and medium-sized businesses (SMBs) seeking the benefits of a SAN 
without the cost and complexity of Fibre Channel, leveraging their existing Ethernet 
networks.28 Concurrently, it finds application in enterprise settings, often for connecting 
specific tiers of applications or servers ("Tier 2" applications mentioned in 1) or integrating 
with existing FC SANs.14 Furthermore, its scalability and operation over standard Ethernet 
make it attractive to large cloud service providers and hyperscalers requiring robust, scalable 
block storage solutions.1 iSCSI traffic can operate over shared networks or, for optimal 



performance and isolation, over networks dedicated specifically to storage traffic.1 

1.3 Key Standards (RFC 7143) 

The definitive specification for the iSCSI protocol is currently embodied in IETF Request for 
Comments (RFC) 7143, published in April 2014.1 RFC 7143 represents a consolidation and 
update of previous iSCSI-related standards. It formally obsoletes the original iSCSI protocol 
definition found in RFC 3720, as well as subsequent documents that introduced additions, 
clarifications, and corrections, namely RFC 3980 (additional naming format), RFC 4850 (public 
extension key), and RFC 5048 (corrections and clarifications).1 By integrating these disparate 
documents, RFC 7143 provides a single, authoritative reference for implementers, aiming to 
supersede the text in the earlier RFCs wherever semantic differences exist.2 

RFC 7143 also updates RFC 3721 2, which specifically addresses iSCSI naming conventions and 
discovery mechanisms. A core principle stated within RFC 7143 is the aim for full compliance 
with the standardized SCSI Architecture Model (SAM-2) 2, ensuring that iSCSI behaves as a 
valid SCSI transport protocol from the perspective of the upper SCSI layers. 
The progression from the initial RFC 3720 through various updates and clarifications to the 
consolidated RFC 7143 signifies the protocol's evolution and maturation. This iterative 
process, common for complex network protocols, allowed the IETF community to address 
ambiguities, incorporate improvements based on practical implementation experience, and 
refine the standard over more than a decade.1 The consolidation into RFC 7143 marks a 
significant stabilization point, intended to enhance clarity and promote greater interoperability 
among different vendor implementations by providing a unified specification.2 This history 
underscores the inherent challenges in mapping the synchronous, command-response nature 
of SCSI onto the asynchronous, packet-based TCP/IP network environment. 

Section 2: iSCSI Technical Architecture 
2.1 Core Components: Initiators and Targets 

The iSCSI protocol operates based on a fundamental client-server architecture.8 Within this 
model, the two primary components are the iSCSI Initiator and the iSCSI Target. 
The iSCSI Initiator functions as the client entity in the iSCSI interaction. Typically residing on 
a host server or virtual machine, the initiator is responsible for originating SCSI commands 
(encapsulated within iSCSI Protocol Data Units, or PDUs) and transmitting them across the IP 
network to a designated target.5 It also receives and processes responses (status and data) 
returned by the target. iSCSI initiators can be implemented in several ways: 

●​ Software Initiators: These are drivers or services integrated into the host operating 
system (e.g., Microsoft iSCSI Software Initiator, Linux open-iscsi, VMware ESXi Software 
iSCSI Adapter).7 They utilize standard Network Interface Cards (NICs) or NICs equipped 
with TCP Offload Engines (TOEs) for network connectivity.7 

●​ Hardware Initiators (iSCSI HBAs): These are specialized adapter cards installed in the 
host server that offload the entire iSCSI and TCP/IP processing from the host CPU.7 



They typically appear to the operating system as a standard SCSI HBA.14 

The iSCSI Target acts as the server entity, representing the storage resource. It is typically 
implemented within a storage array, a dedicated storage server, or sometimes even a standard 
server configured to share its storage.5 The target listens for incoming connections from 
initiators on specific TCP ports (the default well-known port being 3260 11). Upon receiving 
iSCSI PDUs containing SCSI commands, the target executes these commands against its 
storage resources and sends back appropriate responses, including status and any requested 
data. Targets expose their storage capacity in the form of Logical Units (LUNs), which are 
uniquely numbered block devices that initiators can access.13 

In a typical SAN environment, a single initiator must be capable of managing communication 
links to multiple targets, and conversely, a single target must handle simultaneous 
connections and requests from multiple initiators.25 The iSCSI protocol includes various 
identifiers (discussed later) to manage these complex relationships. 
2.2 Protocol Layering and Encapsulation 

iSCSI achieves the transport of SCSI commands over IP networks through a process of 
layering and encapsulation, mapping the SCSI protocol onto the TCP/IP suite. This process 
involves wrapping SCSI information within successively lower-level network protocol headers 
for transmission. 
The process begins when an application on the initiator host generates a block-level I/O 
request. This request is translated by the operating system's SCSI layer into standard SCSI 
commands, typically in the form of Command Descriptor Blocks (CDBs).10 

The iSCSI layer, operating conceptually at the Session Layer (Layer 5) of the OSI model 26, 
takes these SCSI commands (and associated data or parameters) and encapsulates them into 
iSCSI Protocol Data Units (PDUs).4 PDUs are the fundamental message units exchanged 
between iSCSI initiators and targets. Each PDU contains an iSCSI header carrying control 
information and a payload which might be SCSI commands, SCSI status, SCSI data, or 
iSCSI-specific control information.4 

These iSCSI PDUs are then passed down to the Transport Layer (Layer 4), where they become 
the payload for TCP segments.9 TCP adds its header, providing mechanisms for reliable, 
connection-oriented, in-order delivery, segmentation and reassembly, and flow control.4 

The TCP segments are subsequently passed to the Network Layer (Layer 3), where they are 
encapsulated within IP datagrams.11 The IP header contains the source and destination IP 
addresses necessary for routing the packet across the network. 
Finally, the IP datagrams are handed to the Data Link Layer (Layer 2), where they are 
encapsulated into Ethernet frames (or frames for other link-layer technologies).11 The 
Ethernet frame header includes source and destination MAC addresses for delivery on the 
local network segment. The resulting "iSCSI Ethernet frame" is then transmitted over the 
physical network (Layer 1).26 

At the receiving end (e.g., the target), this process is reversed. The Ethernet frame header is 
removed, the IP datagram header is processed, the TCP segment header is processed, and 



the iSCSI PDU is extracted and passed to the iSCSI layer. The iSCSI layer then decapsulates 
the original SCSI command or data, which is passed to the target's SCSI execution engine.26 

Crucially, iSCSI relies on the underlying TCP protocol to ensure that PDUs are delivered 
reliably and in the correct order between the initiator and target.4 This reliance simplifies the 
iSCSI protocol itself but also means iSCSI inherits TCP's characteristics and potential 
limitations. 
Table 2.2.1: iSCSI PDU Types and Basic Functions (Based on RFC 7143 / 4) 
PDU Type Opcode Direction Basic Function 
PDUs Carrying SCSI 
Payload 

   

SCSI Command 0x01 I -> T Carries SCSI CDBs and 
parameters to request 
target services; may 
include unsolicited 
write data. 

SCSI Response 0x21 T -> I Carries SCSI status, 
residual counts, and 
optionally sense data 
(on error) in response 
to a command. 

Task Management 
Function Request 

0x02 I -> T Initiates control actions 
like Abort Task, LUN 
Reset, etc. 

Task Management 
Function Response 

0x22 T -> I Reports the 
completion status of a 
Task Management 
Function Request. 

SCSI Data-Out 0x05 I -> T Transfers SCSI data 
payload from initiator 
to target (for Writes or 
solicited data). 

SCSI Data-In 0x25 T -> I Transfers SCSI data 
payload from target to 
initiator (for Reads). 

Ready To Transfer 
(R2T) 

0x31 T -> I Sent by target to 
request specific data 
segments 
(offset/length) from 
initiator for a Write 
command. 

Asynchronous 
Message 

0x32 T -> I Notifies initiator of 
asynchronous events 



(e.g., connection drop, 
SCSI AENs). 

PDUs Carrying 
iSCSI-Only Payload 

   

Text Request 0x04 I -> T Used for negotiating 
operational parameters 
(key=value pairs) 
during Login or Full 
Feature Phase. 

Text Response 0x24 T -> I Carries responses 
(key=value pairs) to 
Text Requests. 

Login Request 0x03 I -> T Used exclusively 
during Login Phase to 
establish 
sessions/connections, 
authenticate, and 
negotiate parameters. 

Login Response 0x23 T -> I Carries responses to 
Login Requests, 
including status, 
negotiated parameters, 
and target identifiers 
(TSIH). 

Logout Request 0x06 I -> T Initiates orderly 
termination of a 
connection or session. 

Logout Response 0x26 T -> I Confirms the 
completion status of a 
Logout Request. 

SNACK Request 0x30 I -> T Requests 
retransmission of 
missing/corrupted data 
or status PDUs; can 
also acknowledge 
received data 
(Sequence Number 
ACKnowledgement). 

Reject 0x3F T -> I Reports iSCSI protocol 
errors or unsupported 
options; includes the 
header of the rejected 



PDU. 
NOP-Out 0x00 I -> T Initiator-to-Target 

"ping" to check 
connection/session 
liveness; can carry 
counter values. 

NOP-In 0x20 T -> I Target-to-Initiator 
response to NOP-Out 
or unsolicited "ping"; 
can carry counter 
values. 

(I = Initiator, T = Target) 
The multi-layered encapsulation inherent in iSCSI (SCSI within iSCSI, within TCP, within IP, 
within Ethernet) introduces processing and bandwidth overhead compared to more direct 
storage protocols like native SCSI or Fibre Channel.8 Each layer adds its own header 
information, consuming network bandwidth and requiring processing cycles at both the 
initiator and target ends. This overhead is a primary factor contributing to iSCSI's potentially 
higher latency and CPU utilization, especially when implemented purely in software. 
Consequently, performance optimization techniques become critical. Methods like using 
Jumbo Frames aim to improve the payload-to-header ratio, reducing the per-packet 
processing overhead.63 Hardware offload solutions, such as TCP Offload Engines (TOEs) and 
full iSCSI HBAs, directly address the CPU burden by moving protocol processing from the host 
CPU onto dedicated hardware.1 

Furthermore, the reliance on TCP for transport brings both benefits and challenges. TCP's 
mechanisms provide essential reliability, ensuring data integrity and ordered delivery without 
requiring these functions to be built into iSCSI itself.4 However, this dependency also means 
iSCSI performance is subject to the behavior and limitations of TCP. Network conditions like 
packet loss, high latency, or congestion can trigger TCP's congestion control algorithms and 
retransmission mechanisms, potentially leading to significant performance degradation, 
particularly over less reliable or long-distance networks like WANs.17 This contrasts sharply 
with Fibre Channel, which employs a fundamentally different, credit-based flow control 
system designed for lossless operation within a dedicated fabric.25 Understanding this 
distinction is crucial when evaluating iSCSI for performance-sensitive applications or 
deployment across potentially unreliable networks. 
2.3 Addressing and Naming Conventions 

A critical aspect of the iSCSI architecture is its system for identifying and addressing nodes 
(initiators and targets). To facilitate robust storage management in dynamic network 
environments, iSCSI distinguishes between a node's persistent, unique identity (its name) and 
its potentially transient network location (its address).10 This separation is essential because a 



node's IP address or TCP port might change (e.g., due to DHCP or reconfiguration), but its 
identity within the SAN should remain constant for purposes like access control, LUN masking, 
and multipathing configuration.10 An iSCSI name uniquely identifies an iSCSI node globally and 
permanently throughout its lifetime.77 

RFC 7143 (consolidating earlier definitions, notably from RFC 3720) defines two primary 
formats for these unique iSCSI names 6: 

1.​ iSCSI Qualified Name (IQN): This is the most prevalent format.11 It follows the 
structure iqn.yyyy-mm.naming-authority:unique-name.7 

○​ iqn. : A literal string indicating the IQN format. 
○​ yyyy-mm : The year and month when the naming authority registered the domain 

name used in the next part. For example, 1992-08.76 

○​ naming-authority : Typically the reversed Internet domain name of the 
organization that controls this namespace. For example, com.vmware or 
org.debian.iscsi.76 

○​ : : A colon separator (optional if no unique name follows, but usually present). 
○​ unique-name : A string uniquely identifying the node within the scope of the 

naming authority. This part is assigned by the authority and can be, for example, a 
hostname, serial number, or other identifier.11 Examples include 
iqn.1998-01.com.example.iscsi:srv1 79 or 
iqn.2012-02.com.ibm.de.boeblingen:2145.v7k01.node1.82 The total length of an 
IQN must not exceed 223 bytes.7 

2.​ Extended Unique Identifier (EUI): This format uses a globally unique 64-bit identifier 
assigned according to the IEEE EUI-64 standard. It takes the form eui.EUI-64_identifier, 
where the identifier is represented as 16 hexadecimal digits.7 For example, 
eui.0123456789ABCDEF.79 The EUI-64 typically incorporates a 24-bit company ID 
assigned by IEEE, followed by a 40-bit unique extension assigned by that company.76 
While standardized, the EUI format is less commonly used than IQN for iSCSI 
identification, and some implementations may not fully support it.81 

A third, less common format, T11 Network Address Authority (NAA), is also mentioned in 
some contexts but is primarily associated with Fibre Channel and SAS.11 

iSCSI names are case-insensitive (though lowercase is preferred and mandated by the 
stringprep profile), composed of specific ASCII and Unicode characters, and do not contain 
whitespace.77 Initiators and targets must be able to handle received names up to the 
maximum length of 223 bytes.7 

In addition to the persistent iSCSI name, nodes may also have an iSCSI Alias. This is an 
optional, human-readable string (UTF-8 encoded) intended for descriptive purposes in 
management interfaces.4 Aliases are not guaranteed to be unique and MUST NOT be used for 
identification, addressing, or authentication within the iSCSI protocol.4 

While the iSCSI name identifies the node, actual communication occurs via specific network 
endpoints known as Network Portals or IP Interfaces.4 A network portal is defined by the 
combination of an IP address (IPv4 or IPv6) and a TCP port number (defaulting to 3260 if 



unspecified for targets).11 An iSCSI node can possess multiple network portals, allowing it to 
be reachable via different network interfaces or addresses.10 

To manage access to LUNs presented through multiple portals, iSCSI uses the concept of a 
Target Portal Group (TPG).4 A TPG is a set of network portals on a target device through 
which a particular set of LUNs can be accessed. Each TPG is identified by a unique Target 
Portal Group Tag (TPGT).4 This allows administrators to control which network interfaces on 
the target serve specific LUNs to specific initiators. 
The careful separation of the persistent, unique iSCSI name (IQN or EUI) from the potentially 
numerous and changeable network portal addresses (IP:Port) is a cornerstone of iSCSI's 
design for SAN environments. This architectural choice directly enables critical SAN 
functionalities. For instance, Multipathing (MPIO) relies on the initiator recognizing that 
multiple network paths (different target portals, potentially on different IP subnets) lead to the 
same logical target, identified by its unique iSCSI name.10 This allows the initiator's MPIO 
software to manage these paths for high availability and load balancing. Similarly, if a target's 
IP address changes (e.g., due to DHCP assignment or network reconfiguration), the persistent 
iSCSI name ensures that configured access controls, LUN mappings, and authentication 
settings remain valid, as they are tied to the name, not the address.10 This decoupling 
provides the necessary stability and manageability for dynamic, potentially large-scale 
storage networks. 
2.4 Session Management 

Communication between an iSCSI initiator and target is organized within the context of an 
iSCSI Session. A session represents a logical relationship or linkage established between a 
specific initiator node and a specific target node.7 This session acts as a container for 
managing the overall interaction, including authentication context, negotiated parameters, 
and the set of underlying network connections used for communication. The establishment of 
a session creates what is known in SCSI terminology as an I_T nexus (Initiator-Target nexus).53 

A single iSCSI session can encompass one or more TCP Connections.41 While the protocol 
mandates support for at least one TCP connection per session, it explicitly allows for multiple 
connections within a single session (a feature sometimes referred to as MC/S - Multiple 
Connections per Session).58 Each TCP connection serves as a transport path for carrying 
iSCSI PDUs (containing control messages, SCSI commands, data, and status) between the 
initiator and target.41 

Session Identification: Each iSCSI session is uniquely identified globally by the combination 
of the iSCSI Initiator Name, the iSCSI Target Name, and an Initiator Session ID (ISID).7 The 
ISID is chosen by the initiator to distinguish between potentially multiple sessions it might 
establish with the same target. During the login process, the target assigns a Target Session 
Identifying Handle (TSIH), a 16-bit value that identifies the session from the target's 
perspective.58 The TSIH must be included in subsequent login requests intended for the same 
session (e.g., adding connections). 
Connection Identification: Within a session, each individual TCP connection is identified by 



a Connection ID (CID), a unique 16-bit value assigned by the initiator for that session.58 

iSCSI Login Phase: The establishment of an iSCSI session and its initial TCP connection 
occurs during the Login Phase. This critical phase serves multiple purposes: establishing the 
TCP connection itself, authenticating the initiator and target to each other, negotiating the 
operational parameters that will govern the session and connection, and formally associating 
the connection with the iSCSI session.4 

The process begins when the initiator establishes a TCP connection to one of the target's 
listening network portals (typically TCP port 3260).61 Once the TCP connection is up, the 
initiator MUST start the Login Phase by sending a Login Request PDU.4 The target responds 
with a Login Response PDU.4 This exchange continues until the login process is complete or 
an error occurs. Critically, during the Login Phase, only Login Request and Login Response 
PDUs are permitted on the connection. Receipt of any other PDU type by either the initiator or 
target during this phase constitutes a protocol error and typically results in connection 
termination.61 

The Login Phase itself is structured into distinct stages, primarily the Security Negotiation 
Stage and the Login Operational Negotiation Stage.4 

●​ Security Negotiation: This stage (which may be skipped if no authentication is 
required or if security is handled externally, e.g., by IPsec) is where the initiator and 
target authenticate each other. They negotiate the authentication method to be used 
(e.g., CHAP) and exchange authentication credentials.4 

●​ Login Operational Negotiation: Following successful security negotiation (or if 
security is skipped), this stage involves the exchange of key operational parameters that 
define how the session and its connection(s) will function. This negotiation occurs using 
Text Request and Text Response PDUs, often embedded within the Login 
Request/Response PDUs, carrying parameters as key=value pairs.4 A wide range of 
parameters can be negotiated, controlling aspects like error detection, data transfer 
limits, and recovery behavior. 

Upon successful completion of both stages, the session transitions to the Full Feature 
Phase.4 In this phase, the initiator can begin sending standard SCSI commands (encapsulated 
in SCSI Command PDUs) and perform data transfers (using Data-In/Data-Out and R2T PDUs).4 

Table 2.4.1: Key Login Operational Negotiation Parameters (Based on RFC 7143 / 4) 
Parameter Key Description Negotiated? Phase 
HeaderDigest Specifies digest 

method (e.g., CRC32C, 
None) for iSCSI PDU 
headers. 

Yes Operational 

DataDigest Specifies digest 
method (e.g., CRC32C, 
None) for PDU data 
segments. 

Yes Operational 

AuthMethod Specifies Yes Security 



authentication 
methods 
supported/preferred 
(e.g., CHAP, None). 

SessionType Declares the session 
type (Normal or 
Discovery). 

No (Declare) Operational 

InitiatorName Declares the unique 
IQN or EUI of the 
initiator. 

No (Declare) Operational 

TargetName Declares the unique 
IQN or EUI of the 
target being 
connected to. 

No (Declare) Operational 

InitiatorAlias Optional 
human-readable name 
for the initiator. 

No (Declare) Operational 

TargetAlias Optional 
human-readable name 
for the target. 

No (Declare) Operational 

TargetAddress Network address 
(IP:Port) of the target 
portal being used. 

No (Declare) Operational 

TargetPortalGroupTag Identifier for the target 
portal group servicing 
the login. 

No (Declare) Operational 

MaxConnections Maximum number of 
TCP connections 
allowed within this 
session. 

Yes Operational 

InitialR2T Boolean: Does the 
target require an R2T 
before initiator sends 
unsolicited data (Yes) 
or not (No)? 

Yes Operational 

ImmediateData Boolean: Can the 
initiator send 
unsolicited data within 
the SCSI Command 
PDU (Yes) or not (No)? 

Yes Operational 

MaxRecvDataSegment
Length 

Maximum data payload 
size (bytes) the sender 

Yes Operational 



can transmit in a single 
PDU. 

MaxBurstLength Maximum amount of 
solicited data (bytes) 
allowed in a single 
Data-In or Data-Out 
sequence. 

Yes Operational 

FirstBurstLength Maximum amount of 
unsolicited data 
(bytes) the initiator can 
send immediately 
following a command. 

Yes Operational 

DefaultTime2Wait Default time (seconds) 
to wait before 
attempting connection 
reinstatement after 
failure. 

Yes Operational 

DefaultTime2Retain Default time (seconds) 
target waits for initiator 
reconnection before 
terminating session 
state after connection 
failure. 

Yes Operational 

MaxOutstandingR2T Maximum number of 
R2T PDUs the target 
can send before 
receiving 
corresponding 
Data-Out PDUs. 

Yes Operational 

DataPDUInOrder Boolean: Must 
Data-In/Out PDUs 
arrive in order within a 
sequence (Yes) or can 
they be out of order 
(No)? 

Yes Operational 

DataSequenceInOrder Boolean: Must data 
sequences (bursts) be 
transferred in order 
(Yes) or can they be 
out of order (No)? 

Yes Operational 

ErrorRecoveryLevel Negotiates the highest 
level of error recovery 

Yes Operational 



supported by both 
ends (0, 1, or 2). 

Logout Process: To terminate an established session or connection in an orderly manner, the 
initiator sends a Logout Request PDU.4 This request specifies the reason for the logout (e.g., 
close the connection, close the session) and identifies the connection(s) to be closed. The 
target responds with a Logout Response PDU indicating the outcome.4 Once the logout is 
complete, the associated TCP connection(s) are closed, and if the entire session was logged 
out, the I_T nexus is dissolved.26 Specific command-line tools, such as iscsiadm in Linux, 
provide options to initiate logout for specific targets (--logout) or all active sessions 
(--logoutall=all).85 

The structured, multi-phase login process provides significant flexibility, allowing iSCSI 
connections to be tailored for different security requirements and network environments 
through parameter negotiation.4 However, this inherent complexity also presents potential 
challenges. Misconfiguration of parameters or subtle differences in how different vendor 
implementations interpret the negotiation rules can lead to failed connections or 
interoperability problems.6 Thorough testing and adherence to best practices are crucial for 
ensuring reliable session establishment, particularly in multi-vendor environments. 
An interesting aspect of the iSCSI design is the provision for multiple TCP connections within a 
single session (MC/S).58 This feature was intended to offer built-in connection resiliency and 
potentially a mechanism for load balancing I/O across multiple network paths directly within 
the iSCSI protocol layer. However, practical enterprise deployments have largely favored an 
alternative approach: using host-based Multipath I/O (MPIO) software.58 MPIO operates at 
the host operating system or device driver level, managing multiple distinct iSCSI sessions 
(each typically with a single connection) established to different target portals that ultimately 
lead to the same LUNs. MPIO software then handles path selection, load balancing, and 
failover across these independent sessions. The preference for MPIO over MC/S in enterprise 
environments likely stems from MPIO's maturity, broader vendor support, standardized 
management interfaces across different storage protocols (FC, iSCSI, SAS), and potentially 
greater robustness achieved by managing path redundancy at a higher layer in the stack.58 

Section 3: iSCSI Features and Capabilities 
Beyond its core architecture for transporting SCSI commands, iSCSI incorporates several 
features designed to enhance its functionality, security, manageability, and resilience in SAN 
environments. 
3.1 Block-Level Data Access 

The fundamental capability provided by iSCSI is block-level data access across an IP 
network.1 This means that iSCSI transports raw blocks of storage data between the initiator 
and the target, rather than operating at the file or object level. From the perspective of the 
initiator's operating system, an iSCSI LUN (Logical Unit Number) presented by the target 



appears as a raw, unformatted SCSI disk device, functionally equivalent to a locally attached 
hard drive or SSD.6 

This block-level access allows the initiator OS to partition, format, and manage the iSCSI LUN 
using standard disk management tools and file systems (such as NTFS on Windows, ext4 or 
XFS on Linux, or VMFS on VMware ESXi). Applications running on the initiator interact with the 
iSCSI storage through the standard operating system file I/O APIs, largely unaware that the 
underlying storage is remote. 
This contrasts significantly with file-level protocols like NFS and SMB/CIFS, which are used by 
Network Attached Storage (NAS) systems.9 NAS protocols operate on files and directories, 
presenting a ready-to-use file system share across the network. Clients mount these shares 
rather than accessing raw blocks. Block-level access, as provided by iSCSI (and Fibre 
Channel), is generally a prerequisite for applications that need to manage their own data 
layout on the storage medium or require direct control over block allocation. Common 
examples include relational database management systems (DBMS) that often prefer raw 
device access for performance and control, and virtualization hypervisors (like VMware 
vSphere or Microsoft Hyper-V) that deploy their own cluster-aware file systems (e.g., VMFS, 
CSV) directly onto block LUNs.9 

3.2 Security Mechanisms 

Recognizing the potential vulnerabilities of transmitting storage data over potentially shared IP 
networks, the iSCSI standard and common deployment practices incorporate several layers of 
security mechanisms. 
Authentication: The primary mechanism for verifying the identity of initiators and targets 
before allowing access is the Challenge-Handshake Authentication Protocol (CHAP).6 
CHAP is negotiated and performed during the Security Negotiation stage of the iSCSI Login 
Phase. 

●​ Process: In the most common configuration (uni-directional CHAP), the target 
challenges the connecting initiator. The initiator uses a pre-shared secret (password) 
associated with its identity (CHAP username, often the initiator's IQN) and the challenge 
value to compute a response using a one-way hash function (typically MD5). This 
response, along with the initiator's CHAP username, is sent back to the target. The 
target, possessing the same shared secret for that initiator, performs the same 
computation and verifies if the response matches.58 A key security benefit is that the 
secret itself is never transmitted over the network, only the challenge and the hashed 
response.6 

●​ Directionality: 
○​ Uni-directional CHAP: Only the target authenticates the initiator. This is the most 

common setup.58 

○​ Bi-directional (Mutual) CHAP: An additional step occurs where the initiator 
challenges and authenticates the target, ensuring both ends verify each other's 
identity.23 This provides enhanced security but requires configuration of secrets 
on both initiator and target for the reciprocal authentication. Some 



implementations might leverage external authentication servers like RADIUS for 
managing mutual CHAP credentials.92 

●​ Considerations: While CHAP prevents cleartext password transmission, it is not 
immune to attacks if weak secrets are used. Dictionary attacks can be attempted 
against the hashed response offline.6 Reflection and spoofing attacks are also 
theoretical possibilities, although careful implementation according to best practices 
can mitigate these risks.6 Strong, unique secrets are paramount for effective CHAP 
security. Implementations often enforce minimum password lengths (e.g., 12-16 
characters).93 

Encryption (IPsec): For confidentiality (preventing eavesdropping) and enhanced 
integrity/authentication of the entire iSCSI data stream, IP Security (IPsec) can be 
employed.6 IPsec operates at the Network Layer (Layer 3), securing all IP traffic between the 
authenticated endpoints (initiator and target). 

●​ Protocols: 
○​ Authentication Header (AH): Provides connectionless integrity, data origin 

authentication, and anti-replay protection for IP packets. It does not provide 
encryption (confidentiality).98 AH uses IP protocol number 51.100 

○​ Encapsulating Security Payload (ESP): Provides confidentiality (encryption) and 
can optionally provide integrity, authentication, and anti-replay protection.95 Due 
to its encryption capability, ESP is more commonly used for securing sensitive 
iSCSI traffic.98 ESP uses IP protocol number 50.100 

●​ Modes: 
○​ Transport Mode: IPsec headers (AH or ESP) are inserted between the original IP 

header and the transport layer payload (the TCP segment containing the iSCSI 
PDU). The original IP header remains largely intact, identifying the original source 
and destination. This mode is typically used for end-to-end security directly 
between the iSCSI initiator and target hosts.95 It generally has lower overhead 
than tunnel mode but can face challenges traversing Network Address Translation 
(NAT) devices.95 

○​ Tunnel Mode: The entire original IP packet (header and payload) is encapsulated 
within a new IP packet. The IPsec header is applied to this inner packet, and a new 
outer IP header (often with different source/destination addresses, e.g., VPN 
gateways) is added. This mode is commonly used for creating secure VPN tunnels 
between network gateways, protecting traffic between sites.95 It offers better NAT 
traversal and hides the original network topology but introduces more overhead.95 

●​ Standards & Recommendations: The original IPsec requirements for iSCSI were 
defined in RFC 3723.96 RFC 7146 108 updates these requirements for modern IPsec 
(IPsec v3) and Internet Key Exchange version 2 (IKEv2). Notably, RFC 7146 recommends 
implementing AES-GCM (Galois/Counter Mode) or AES-GMAC (Galois Message 
Authentication Code) for authenticated encryption when using IKEv2, mandates 
AES-CBC (Cipher Block Chaining), and deprecates the use of 3DES CBC due to 



performance concerns related to its small block size at high storage speeds.108 

Network Isolation: Beyond protocol-level security, a common and highly recommended 
practice is network isolation. This involves separating iSCSI traffic from general user or 
management traffic onto dedicated physical network segments or, more commonly, using 
Virtual Local Area Networks (VLANs).6 

●​ Logical Isolation (VLANs): By placing initiator and target iSCSI interfaces onto a 
specific VLAN, access can be restricted at the network switch level, preventing 
unauthorized devices on other VLANs from even reaching the iSCSI portals.6 This 
significantly reduces the attack surface and can mitigate concerns about weaker 
authentication methods if only trusted devices are allowed onto the iSCSI VLAN.6 

●​ Physical Isolation: Some environments employ complete physical separation, using 
dedicated switches and cabling (sometimes color-coded) exclusively for iSCSI traffic.6 
This provides the highest level of isolation and prevents accidental misconfigurations or 
bridging between the storage network and other networks.6 

Implementing robust security for iSCSI involves navigating trade-offs. While multiple layers are 
available, none are foolproof without careful implementation and management. CHAP relies 
heavily on the strength and management of shared secrets.6 IPsec provides strong encryption 
and authentication but introduces significant configuration complexity and can potentially 
impact performance due to the overhead of cryptographic operations, especially if not 
hardware-accelerated.39 Network isolation is highly effective at limiting access but can be 
circumvented by physical cabling errors 6 or compromised hosts already within the isolated 
segment (transitive trust).6 Therefore, a defense-in-depth approach, often combining network 
isolation with strong CHAP authentication, is common. IPsec is frequently reserved for 
scenarios involving transmission over untrusted networks (like WANs or the internet) or where 
regulatory compliance mandates encryption.62 The choice of security measures must balance 
the required security posture against performance impact, cost, and operational complexity.38 

The evolution of IPsec recommendations, particularly the guidance in RFC 7146 108 to move 
towards algorithms like AES-GCM, reflects the increasing performance demands placed on 
storage networks. Older algorithms like 3DES, with smaller block sizes (64-bit), can become 
performance bottlenecks at multi-gigabit speeds due to the computational overhead and 
potentially more frequent rekeying required to maintain security.108 AES, with its 128-bit block 
size, is better suited, and modes like GCM offer integrated authentication and encryption 
(AEAD), providing both confidentiality and integrity efficiently, which is highly desirable for 
high-throughput block storage traffic. This highlights the ongoing effort to ensure that 
security mechanisms can keep pace with the performance capabilities of the underlying 
storage and network technologies. 
3.3 Discovery Methods 

Before an iSCSI initiator can establish a session with a target, it must first discover the target's 
existence and the network addresses (portals) through which it can be reached.7 iSCSI 
supports several methods for this discovery process, ranging from manual configuration to 



dynamic, centralized services. 
1.​ Static Configuration: This is the simplest method, where the administrator manually 

configures the initiator with the specific iSCSI name (IQN or EUI) and the network portal 
address(es) (IP address and port number) of each target it needs to access.52 

○​ Pros: Simple for small, stable environments; provides explicit control over which 
targets are accessed.114 

○​ Cons: Does not scale well for large numbers of initiators or targets; requires 
manual updates if target addresses change; prone to configuration errors.114 

2.​ SendTargets Discovery: This is a dynamic discovery mechanism built into the iSCSI 
protocol itself.52 

○​ Process: The initiator is configured with the IP address and port of a discovery 
portal on the target system (this might be a specific management portal or any 
portal configured for discovery). The initiator establishes a special Discovery 
Session with this portal (indicated by SessionType=Discovery during login) and 
sends a Text Request PDU containing the SendTargets key (e.g., 
SendTargets=All).52 The target responds with a Text Response PDU listing all the 
TargetNames and their associated TargetAddresses (and TPGTs) that the 
requesting initiator is authorized to access.7 The initiator can then use this 
information to log in to the desired operational target portals. 

○​ Pros: Dynamic – initiator learns available targets automatically from the target 
system; uses standard iSCSI login and authentication mechanisms 113; relatively 
simple to implement.113 

○​ Cons: Requires initial configuration of at least one discovery address per target 
system 114; can potentially expose all targets on a system to an initiator if not 
properly restricted by the target's access controls.114 

3.​ Internet Storage Name Service (iSNS): This method provides centralized discovery 
and management, analogous to Fibre Channel name services (FCNS).7 It is defined by 
RFC 4171.117 

○​ Architecture: Involves one or more iSNS servers maintaining a database of 
registered iSCSI (and potentially iFCP) devices.117 iSCSI initiators and targets act 
as iSNS clients, registering their attributes (IQN, portals, etc.) with the iSNS 
server.117 

○​ Process: An initiator queries the iSNS server to discover targets. Discovery can be 
scoped using Discovery Domains (DDs), which group initiators and targets, 
allowing administrators to control visibility.114 iSNS also supports State Change 
Notifications (SCNs), allowing the server to proactively notify clients about 
events like targets coming online or going offline.114 

○​ Pros: Centralized management; scalable for large environments; provides dynamic 
updates via SCNs; can manage both iSCSI and iFCP devices.114 

○​ Cons: Requires deployment and management of a separate iSNS server 
infrastructure; introduces a potential single point of failure (unless redundant iSNS 



servers are used); requires configuring clients with the iSNS server address 7; 
security relies on iSNS server authentication and potentially securing iSNS 
protocol traffic (uses TCP/UDP port 3205 120). 

4.​ Service Location Protocol (SLP): SLP is a general-purpose service discovery protocol 
that was considered for iSCSI discovery, particularly for enabling zero-configuration 
scenarios using multicast requests.39 

○​ Pros: Potential for zero-configuration discovery.113 

○​ Cons: Interoperability based on SLP is discouraged by iSCSI standards 77; uses 
different authentication mechanisms than iSCSI, complicating security integration 
113; less commonly implemented or used for iSCSI compared to SendTargets and 
iSNS. 

Table 3.3.1: Comparison of iSCSI Discovery Methods 
Feature Static 

Configuration 
SendTargets 
Discovery 

iSNS Discovery SLP Discovery 

Configuration 
Effort 

High (per 
initiator/target) 

Medium 
(discovery 
address) 

Medium (iSNS 
server address) 

Low (multicast) / 
Medium (DA) 

Scalability Low Medium High Medium 
(multicast) / High 
(DA) 

Dynamic 
Updates 

Manual No (requires 
rescan) 

Yes (via SCNs) Limited / Depends 
on SLP features 

Centralization Decentralized Decentralized Centralized (iSNS 
Server) 

Decentralized 
(MC) / Central 
(DA) 

Required 
Components 

None extra None extra iSNS Server(s) SLP Agents / 
Directory Agent 
(DA) 

Security 
Integration 

Relies on iSCSI 
login auth 

Uses iSCSI login 
auth 

Separate iSNS 
auth / IPsec 
needed 

Separate SLP auth 
mechanisms 

Common Use Small nets, 
specific access 

Common default, 
simple nets 

Large / Dynamic 
environments 

Uncommon for 
iSCSI 

The selection of an appropriate discovery method involves balancing operational 
requirements against complexity. Static configuration offers simplicity for very small or tightly 
controlled environments but quickly becomes unmanageable as the SAN grows.114 
SendTargets provides a basic level of dynamic discovery inherent to the iSCSI protocol, 
requiring only knowledge of a single portal address per target system, making it a common 
default.113 However, it lacks proactive notifications of changes. iSNS offers the most 
sophisticated capabilities, mirroring the functionality of FC name services with centralized 



registration, discovery domains for access control, and state change notifications, making it 
well-suited for large, dynamic, or multi-protocol environments.7 This functionality comes at 
the cost of deploying and managing the iSNS server infrastructure. SLP, while offering the 
allure of zero-configuration discovery via multicast, has not gained significant traction in the 
iSCSI ecosystem, likely due to concerns about scalability, security integration, and lack of 
explicit standardization for this purpose within the core iSCSI specifications.77 

3.4 Error Handling and Recovery 

iSCSI incorporates mechanisms at its own layer to detect errors and facilitate recovery, 
complementing the inherent reliability provided by the underlying TCP transport protocol.4 

Error Detection (Digests): To protect against data corruption that might occur after TCP 
processing or within intermediate network devices not covered by the TCP checksum, iSCSI 
offers optional Header Digests and Data Digests. These are typically 32-bit Cyclic 
Redundancy Checks (CRCs, specifically CRC32C) calculated over the iSCSI PDU header and 
the data payload, respectively.4 The use of digests is negotiated during the Login Operational 
Negotiation phase using the HeaderDigest and DataDigest keys.4 While providing an extra 
layer of data integrity validation, enabling digests consumes additional CPU resources for CRC 
calculation at both ends.19 

Error Recovery Levels: The iSCSI protocol defines a hierarchy of error recovery capabilities, 
negotiated during login via the ErrorRecoveryLevel key. The operational level for the session is 
the lower of the levels supported by the initiator and the target.4 

●​ ErrorRecoveryLevel 0 (Session Recovery): This is the mandatory baseline level. It 
provides only basic session-level recovery. If an unrecoverable error occurs (e.g., digest 
error with no higher recovery level, persistent connection failure), the entire iSCSI 
session is terminated. All active tasks associated with the session are implicitly aborted, 
all TCP connections are closed, and the initiator must establish a completely new 
session to resume operations.4 

●​ ErrorRecoveryLevel 1 (Digest Failure Recovery): This level includes Level 0 
capabilities and adds mechanisms to recover from PDU digest errors (if digests are 
enabled) without terminating the session. If a digest error is detected on a received 
data PDU, the receiver can request retransmission of the specific erroneous PDU(s). 
The initiator uses a SNACK Request PDU to request retransmission of data or status 
PDUs from the target, while the target can use recovery R2Ts to solicit retransmission of 
data from the initiator.4 

●​ ErrorRecoveryLevel 2 (Connection Recovery): This is the most sophisticated level 
defined in RFC 7143. It includes Level 0 and Level 1 capabilities and adds mechanisms to 
recover from the failure of individual TCP connections within a multi-connection session 
without terminating the entire session. If a connection fails unexpectedly, the 
outstanding commands that were "allegiant" to that connection can potentially be 
reassigned to another active connection within the same session, allowing I/O to 
continue with minimal disruption.4 This requires complex state management by both 
initiator and target. 



Specific PDUs for Error Handling: 
●​ SNACK Request PDU: As mentioned, used by the initiator to request retransmission of 

numbered PDUs (Data-In, Response, R2T) based on type and sequence number ranges, 
or to acknowledge received data PDUs.4 

●​ Reject PDU: Sent by the target to the initiator to indicate a protocol-level error, such as 
receiving an invalid PDU, an unsupported option, or a PDU with incorrect parameters. 
The Reject PDU typically includes the header of the PDU being rejected to aid 
diagnostics.4 

●​ Asynchronous Message PDU: Used by the target to inform the initiator about 
asynchronous events that are not direct responses to initiator commands. This can 
include notifications of iSCSI events (e.g., target requesting connection termination, 
indicating connection failure) or standard SCSI Asynchronous Event Notifications 
(AENs).4 

The layered error recovery model in iSCSI provides flexibility for implementations. While Level 
0 offers basic resilience by relying on session re-establishment, the higher levels provide more 
granular recovery. Level 1 allows recovery from transient data corruption detected by digests, 
while Level 2 offers significant resilience against network path failures within a session, 
particularly valuable in environments utilizing multiple connections per session or 
experiencing intermittent network instability.4 However, implementing and correctly managing 
the state required for Level 1 and especially Level 2 recovery adds considerable complexity to 
both initiator and target software stacks. The negotiated ErrorRecoveryLevel ultimately 
determines the active recovery mechanisms for a given session, representing the highest level 
mutually supported by both endpoints. 

Section 4: iSCSI Performance Analysis 
The performance of an iSCSI-based storage network is influenced by a multitude of factors, 
ranging from the underlying network infrastructure to the processing capabilities of the hosts 
and storage systems, and the nature of the workload itself. Understanding these factors is 
crucial for designing, tuning, and troubleshooting iSCSI deployments. 
4.1 Key Performance Factors 

●​ Network Bandwidth: The maximum data rate of the Ethernet links connecting initiators 
and targets (e.g., 1 Gbps, 10 Gbps, 25 Gbps, 40 Gbps, 100 Gbps) sets the theoretical 
upper limit for iSCSI throughput.1 As Ethernet speeds have increased rapidly, iSCSI has 
become capable of supporting high-bandwidth applications.1 However, achieving the 
full line rate in practice depends heavily on other bottlenecks being addressed.17 

●​ Network Latency: The time it takes for a packet to travel from initiator to target and 
back (round-trip time, RTT) is a critical factor, especially for workloads sensitive to I/O 
operations per second (IOPS).17 Each SCSI command/response cycle incurs at least one 
network RTT. iSCSI, running over TCP/IP, generally introduces higher latency compared 
to native Fibre Channel due to the additional protocol layers and software processing 



involved.8 Minimizing network hops and using low-latency switches is important. 
●​ CPU Overhead (TCP/IP & iSCSI Processing): A significant performance consideration 

for iSCSI, particularly when using software initiators, is the host CPU utilization required 
to process the TCP/IP and iSCSI protocol stacks.1 Encapsulating/decapsulating PDUs, 
managing TCP state, calculating checksums (and optional iSCSI digests 19), handling 
interrupts, and copying data between application buffers and network buffers all 
consume CPU cycles. At high network speeds (multi-gigabit) or high IOPS rates, the 
host CPU can easily become the bottleneck, limiting throughput well below the network 
capacity and potentially impacting application performance.14 

●​ Network Conditions (Congestion, Loss, Jitter): iSCSI's reliance on TCP makes its 
performance highly sensitive to the quality of the underlying IP network.17 Network 
congestion can lead to packet loss, which triggers TCP's retransmission mechanisms 
and congestion avoidance algorithms (e.g., reducing the sending window). This 
significantly increases latency and reduces throughput.17 Unlike Fibre Channel, which is 
designed as a lossless fabric using credit-based flow control 25, standard Ethernet is 
inherently "best effort" and can drop packets under congestion. Therefore, running 
iSCSI on shared or poorly provisioned networks can lead to unpredictable 
performance.1 Dedicated networks or the use of QoS and DCB features (like 
Priority-based Flow Control) are often recommended to mitigate these effects.1 

●​ Implementation Efficiency: The performance achieved can vary considerably 
depending on the specific iSCSI software (initiator and target) or hardware (HBA, 
storage controller) implementation.17 Optimizations within the protocol stack, buffer 
management strategies (e.g., zero-copy techniques like page flipping 71), interrupt 
handling, and multi-core scalability all impact efficiency.19 Some studies have shown 
significant differences between commercial and open-source implementations or 
between different hardware generations.17 

●​ Workload Characteristics: The nature of the I/O workload heavily influences perceived 
performance.17 

○​ I/O Size: Large sequential transfers (e.g., backups, streaming media) are more 
likely to benefit from high bandwidth and are less sensitive to latency. Small 
random I/Os (e.g., transactional databases, VDI boot storms) are highly sensitive 
to latency and IOPS capabilities, often stressing CPU resources more due to 
higher packet rates.17 

○​ Read/Write Mix: The ratio of reads to writes affects network traffic patterns and 
potentially storage array caching behavior.17 

●​ Jumbo Frames: Enabling jumbo frames (increasing the Ethernet Maximum 
Transmission Unit, MTU, typically from 1500 bytes to 9000 bytes) is a common iSCSI 
performance tuning technique.17 By sending more payload data per packet, jumbo 
frames reduce the relative overhead of the iSCSI/TCP/IP/Ethernet headers and decrease 
the number of packets (and associated interrupts/processing) required for a given data 
transfer. This can lead to higher throughput and lower CPU utilization, particularly for 



large data transfers.17 However, jumbo frames must be configured consistently across 
the entire network path (initiator NICs, switches, target ports) to function correctly; 
mismatched MTUs can cause connectivity failures or severe performance issues.63 

The performance of an iSCSI system emerges from a complex interplay between these 
factors. High network bandwidth alone is insufficient; latency, network stability, and host 
processing power are equally critical.17 Studies have consistently shown that software-based 
iSCSI implementations can saturate host CPUs well before reaching the theoretical bandwidth 
limits of multi-gigabit Ethernet links, especially with demanding workloads or when optional 
features like digests are enabled.17 Furthermore, the efficiency of the protocol stack itself and 
its ability to scale across multiple CPU cores significantly impacts performance.19 This 
highlights that achieving optimal iSCSI performance often requires a holistic approach, 
considering not just the network speed but also host capabilities, network quality tuning (like 
jumbo frames and QoS), and potentially hardware acceleration. 
A key differentiator between iSCSI and Fibre Channel lies in their inherent performance 
characteristics, particularly concerning CPU utilization and latency. While software iSCSI has 
undergone significant improvements over time 23, the processing overhead of the TCP/IP and 
iSCSI stacks remains a fundamental challenge compared to FC's hardware-centric, offloaded 
approach.1 Benchmarks often demonstrate a considerable gap, especially in IOPS and latency 
metrics, favoring FC.75 This performance differential necessitates the use of hardware offload 
engines (TOE NICs or iSCSI HBAs) for iSCSI to compete effectively in high-performance 
scenarios or on hosts where CPU cycles are constrained.14 While software iSCSI offers cost 
and flexibility advantages, achieving performance parity with FC often requires additional 
investment in specialized hardware, bridging the initial cost gap. 
4.2 Impact and Benefits of Hardware Offload Engines 

To mitigate the performance bottlenecks associated with software-based iSCSI processing, 
particularly CPU overhead and latency, various hardware offload technologies have been 
developed. 

●​ TCP Offload Engine (TOE): TOE-enabled NICs (sometimes called TNICs 51) are 
designed to offload the processing of the TCP/IP stack from the host CPU onto 
specialized hardware on the network adapter itself.1 By handling tasks like TCP 
segmentation, checksum calculation, and connection state management in hardware, 
TOE significantly reduces the burden on the host CPU.39 This frees up CPU cycles for 
applications, leading to improved overall system performance and potentially higher 
network throughput, especially on high-speed links (1GbE and above) where software 
TCP processing can become a bottleneck.39 In the context of iSCSI, TOE addresses the 
TCP/IP processing overhead, but the iSCSI protocol layer itself 
(encapsulation/decapsulation of SCSI commands) might still be handled by the host 
software initiator.14 TOE can also offer system-level benefits like reduced power 
consumption compared to performing the same processing on the main CPU.73 

●​ iSCSI Host Bus Adapter (HBA): An iSCSI HBA represents a more comprehensive 



offload solution. These are dedicated adapter cards that offload both the TCP/IP 
processing and the entire iSCSI protocol stack from the host CPU.1 The HBA handles all 
aspects of iSCSI session management, PDU processing, and TCP/IP communication, 
presenting a standard SCSI interface to the host operating system's storage stack.14 
This full offload approach typically results in the lowest possible host CPU utilization for 
iSCSI traffic and offers the potential for the highest throughput and lowest latency, 
closely mimicking the behavior of a traditional Fibre Channel HBA.14 iSCSI HBAs also 
generally simplify the process of booting a server directly from SAN-based storage 
(boot-from-SAN) compared to software initiators.14 However, iSCSI HBAs are typically 
the most expensive initiator option 14 and may have different driver and management 
characteristics than standard NICs, potentially limiting the use of standard OS network 
teaming or failover mechanisms.51 

●​ Performance Gains: Various studies and vendor documents highlight the benefits of 
offload. TOE is shown to reduce CPU utilization significantly (e.g., by 9% in one 
Dell/Broadcom study 73) while maintaining or increasing throughput, especially for larger 
I/O sizes.51 Full iSCSI HBAs are positioned as providing wire-speed throughput and 
substantial transaction rate improvements.51 Benchmarks comparing software iSCSI 
(with and without CRC digests) to potential hardware capabilities show clear CPU 
saturation with software approaches at speeds below 1 Gbps in some tests, indicating 
the necessity of offload for higher speeds.19 Implementations like Alacritech's 
accelerators 51, Chelsio's TOE/iWARP adapters 74, and QLogic's iSCSI HBAs 133 are 
examples of hardware designed to boost iSCSI performance. 

●​ iSER (iSCSI Extensions for RDMA): An alternative approach to improving iSCSI 
performance involves bypassing the traditional TCP/IP stack altogether using Remote 
Direct Memory Access (RDMA). iSER encapsulates iSCSI PDUs directly over an 
RDMA-capable transport like InfiniBand or RDMA over Converged Ethernet (RoCE).1 
RDMA allows data to be transferred directly between the memory of the initiator and 
target machines without involving the host CPUs or kernel network stacks in the data 
path. This can dramatically reduce latency and CPU utilization compared to standard 
iSCSI over TCP, bringing performance closer to that of local NVMe or Fibre Channel.68 
However, iSER requires RDMA-capable NICs (RNICs) and compatible network 
infrastructure (InfiniBand switches or Ethernet switches configured for RoCE). 

The development and adoption of these hardware offload technologies underscore the 
recognition that running a demanding block storage protocol like SCSI over a 
general-purpose, software-based TCP/IP stack presents inherent performance challenges.1 As 
network speeds have escalated from 1GbE to 10GbE and beyond, the CPU bottleneck 
associated with protocol processing becomes increasingly pronounced.19 Offload engines 
(TOE, iSCSI HBA) and alternative transports (iSER/RDMA) represent successive attempts to 
alleviate these bottlenecks, reduce latency, and make Ethernet-based storage (iSCSI) a more 
viable competitor to specialized, high-performance storage fabrics like Fibre Channel across a 
wider range of workloads. The choice between software, TOE, HBA, or RDMA depends on the 



specific performance requirements, budget constraints, and existing infrastructure of the 
deployment environment. 

Section 5: iSCSI Implementation Scenarios and Best 
Practices 
Successfully deploying iSCSI requires careful consideration of initiator and target types, 
network design, and high-availability configurations. Adhering to best practices is crucial for 
achieving optimal performance, reliability, and security. 
5.1 Software vs. Hardware Initiators/Targets 

The choice between software and hardware components for both initiators and targets 
significantly impacts cost, performance, and manageability. 

●​ Initiators: 
○​ Software Initiators: These are commonly integrated into modern operating 

systems like Microsoft Windows, various Linux distributions, and VMware ESXi.7 
They function as drivers or services that utilize the host's existing network 
interfaces – either standard NICs or TOE NICs.7 The primary advantage is lower 
cost, as they leverage existing or standard network hardware, and offer flexibility 
in NIC choice.23 However, they consume host CPU resources for iSCSI and TCP/IP 
processing, which can become a performance bottleneck, especially under heavy 
load or with high-speed networks.14 Booting the operating system from an iSCSI 
LUN (boot-from-SAN) using a software initiator can be more complex, often 
requiring specific network card firmware support (like iSCSI Boot Firmware Table - 
iBFT) or OS modifications, although ESXi supports this.14 

○​ Hardware Initiators (iSCSI HBAs): These are dedicated adapter cards 
purpose-built for iSCSI.1 They contain processors and firmware to handle the 
entire iSCSI and TCP/IP protocol stacks, offloading this processing completely 
from the host CPU.1 This results in significantly lower host CPU utilization, 
potentially higher I/O throughput, and lower latency compared to software 
initiators, making them suitable for performance-critical applications.14 
Boot-from-SAN is generally simpler to configure with HBAs.14 The main 
drawbacks are higher cost compared to standard NICs 14 and potentially less 
flexibility, as they are specialized devices and might not support standard network 
teaming methods in the same way as NICs.51 

●​ Targets: 
○​ Software Targets: iSCSI target functionality can be implemented in software 

running on standard server hardware. Examples include the Microsoft iSCSI 
Target Server role in Windows Server, the LIO target framework in Linux, or 
various third-party software solutions.8 Software targets offer flexibility, 
potentially lower initial cost, and the ability to repurpose existing server 



hardware.8 However, their performance and reliability are dependent on the 
underlying server hardware, OS configuration, and the efficiency of the target 
software itself. Achieving high performance might still require powerful servers 
and optimized network interfaces. 

○​ Hardware Targets: These are typically dedicated storage arrays or appliances 
designed and optimized for storage workloads.9 They integrate storage 
controllers, disks (HDDs or SSDs), network interfaces, and specialized 
firmware/software. Hardware targets generally provide superior performance, 
scalability, reliability, and advanced data management features (e.g., RAID, 
snapshots, replication, thin provisioning, deduplication) compared to software 
targets.17 However, they represent a higher capital investment. 

The decision between software and hardware initiators hinges on a cost-versus-performance 
analysis. For environments with moderate I/O demands, existing powerful servers, or tight 
budgets, software initiators using standard or TOE NICs often provide adequate 
performance.23 However, for demanding applications, high-speed networks (10GbE+), or 
servers with limited CPU headroom, investing in iSCSI HBAs becomes essential to avoid 
performance bottlenecks and ensure predictable low latency.14 Similarly, while software 
targets offer flexibility, dedicated hardware storage arrays are typically preferred for 
enterprise production workloads due to their optimized performance, reliability features, and 
manageability. 
5.2 Network Configuration Recommendations 

Optimizing the network infrastructure for iSCSI traffic is paramount for achieving reliable and 
high-performance storage access. Simply connecting iSCSI devices to a general-purpose 
LAN is often insufficient. 

●​ Dedicated Networks/VLANs: It is a strongly recommended best practice to isolate 
iSCSI traffic onto its own dedicated network infrastructure.6 This can be achieved using 
physically separate switches and cabling or, more commonly, by configuring dedicated 
VLANs for iSCSI traffic on shared switches. Isolation prevents general LAN traffic (e.g., 
user traffic, backups, management) from interfering with latency-sensitive storage I/O, 
ensuring more predictable performance and bandwidth availability.9 It also enhances 
security by limiting the exposure of storage ports to only authorized devices on the 
iSCSI VLAN.6 

●​ Switch Selection and Configuration: Use enterprise-grade, non-blocking Ethernet 
switches that have sufficient backplane capacity and adequate port buffering to handle 
bursty storage traffic without dropping packets.9 Consumer-grade switches are 
generally unsuitable for production iSCSI SANs.9 While iSCSI runs over standard TCP/IP 
Ethernet, consider switches that support Data Center Bridging (DCB) features like 
Priority-based Flow Control (PFC, 802.1Qbb) and Enhanced Transmission Selection 
(ETS, 802.1Qaz) if near-lossless behavior or granular QoS is desired, although these are 
not strictly mandatory for iSCSI as they are for FCoE.1 

●​ Jumbo Frames (MTU 9000): Enabling jumbo frames is widely recommended for iSCSI 



to improve efficiency.17 By increasing the payload size per packet, it reduces the number 
of packets and headers that need to be processed for a given amount of data, leading 
to potentially higher throughput and lower CPU utilization.17 Crucially, jumbo frames 
must be configured with the exact same MTU value (typically 9000 bytes) on all 
devices in the data path: initiator NICs, target ports, all physical switch ports, and, in 
virtualized environments, virtual switches (vSwitches) and VMkernel ports.63 Any MTU 
mismatch along the path will lead to packet fragmentation or drops, resulting in severe 
performance degradation or complete loss of connectivity.63 Thorough end-to-end 
testing is essential after enabling jumbo frames.70 Some storage vendors may have 
specific recommendations or requirements regarding jumbo frames.69 

●​ Flow Control: Ethernet flow control (IEEE 802.3x PAUSE frames) is a mechanism to 
prevent buffer overruns on switches by temporarily pausing transmission from a 
connected device. Its optimal setting for iSCSI is debated and can be 
environment-dependent. Some recommendations suggest disabling it on end-ports to 
avoid head-of-line blocking issues 69, while others suggest enabling it might be 
beneficial on switch ports experiencing congestion.131 Check vendor best practices 
(e.g., NetApp's specific recommendations 110) and test carefully, as incorrect 
configuration can negatively impact performance.32 

●​ Spanning Tree Protocol (STP): Standard STP can cause significant delays (30-50 
seconds) during port initialization as it checks for network loops. For ports connected to 
end devices like iSCSI initiators and targets, which typically do not create loops, STP 
delays can unnecessarily prolong connection establishment or failover events. It is 
recommended to configure these ports as "edge" ports or enable features like Cisco's 
PortFast or Rapid STP (RSTP) edge port settings. This allows the port to transition 
immediately to the forwarding state, bypassing the standard STP listening and learning 
phases.32 

●​ Link Aggregation (LAG/LACP): Using standard link aggregation techniques (like LACP 
or static EtherChannel) to bundle multiple physical links into one logical link for iSCSI is 
generally not recommended for achieving load balancing.59 Most LAG hashing 
algorithms (based on source/destination MAC/IP addresses) will typically pin all traffic 
belonging to a single iSCSI session (initiator IP to target IP) to only one physical link 
within the bundle. This prevents effective load distribution across the aggregated links 
for a single session. While LAG can provide link redundancy (failover if one link in the 
bundle fails), Multipath I/O (MPIO), discussed next, is the preferred and more effective 
mechanism for both load balancing and path redundancy specifically for iSCSI traffic.59 
LAG might be considered if MPIO is unavailable or for consolidating iSCSI and other 
network traffic onto the same physical ports, but MPIO should be the primary strategy 
for iSCSI path management.110 

Achieving predictable, high-performance iSCSI operation demands more than just basic IP 
connectivity. It requires treating the iSCSI network as a specialized fabric, distinct from a 
general-purpose LAN. Key practices like traffic isolation (VLANs), use of appropriate switching 



hardware, consistent end-to-end MTU configuration (especially for jumbo frames), careful 
management of flow control, and optimizing STP settings are essential.6 Failure to address 
these network-level details is a common source of iSCSI performance problems and 
instability. 
While the recommendation for Jumbo Frames is prevalent for optimizing iSCSI 50, the actual 
performance gain can vary depending on the workload, network speed, and the capabilities 
of the network adapters. Modern NICs with hardware offloads like Large Segment Offload 
(LSO) and Large Receive Offload (LRO) can already mitigate some of the per-packet 
processing overhead associated with smaller frames.131 Given the strict requirement for 
consistent end-to-end configuration and the potential for complex troubleshooting if MTU 
mismatches occur 63, some administrators adopt a pragmatic approach. They may initially 
deploy iSCSI with the standard MTU (1500) and only enable jumbo frames if performance 
benchmarks indicate a clear bottleneck that jumbo frames could alleviate, after carefully 
weighing the potential benefits against the added configuration complexity and risk.111 

5.3 Multipathing (MPIO) 

Multipath I/O (MPIO) is a critical technology for deploying enterprise-ready iSCSI solutions. It 
provides a framework at the initiator (host) level to manage multiple distinct network paths to 
the same target LUN.7 

Benefits: 
●​ High Availability and Redundancy: The primary benefit of MPIO is fault tolerance. By 

establishing multiple independent paths – involving different initiator NICs, network 
switches, and target ports – MPIO ensures that storage access can continue even if a 
component in one path fails (e.g., cable unplugged, NIC failure, switch port down, target 
controller failure).7 The MPIO software on the initiator detects the path failure and 
automatically reroutes I/O over the remaining active paths. 

●​ Load Balancing and Performance Enhancement: MPIO can distribute the I/O load 
across the available multiple paths, potentially increasing the aggregate bandwidth and 
throughput between the initiator and target, and possibly reducing overall I/O latency.7 
Different load balancing policies (e.g., Round Robin, Least Queue Depth, Fail Over Only) 
can be configured depending on the capabilities of the MPIO software and the storage 
array.63 

Configuration Strategy: Implementing MPIO requires a redundant hardware setup: 
●​ Multiple network interfaces (NICs or HBA ports) on the initiator host dedicated to iSCSI 

traffic. 
●​ Redundant network switches (ideally two or more physically separate switches). 
●​ Multiple target network portals on the storage array, preferably connected to different 

network switches and ideally located on different storage controllers (in a 
dual-controller array) for maximum fault tolerance.9 

Implementation Approaches: The specific configuration steps for MPIO vary depending on 
the initiator operating system: 

●​ VMware vSphere: 



○​ Multiple Subnets: Configure separate VMkernel ports on the ESXi host, each 
potentially in a different IP subnet and connected to a different physical 
NIC/vSwitch. Configure target portals similarly across different subnets. The ESXi 
networking stack routes traffic appropriately. Port binding is generally not used in 
this model.109 Static routes might be needed if initiator and target subnets are not 
directly connected.109 

○​ Single Subnet with Port Binding: Create multiple VMkernel ports, all within the 
same IP subnet. Bind these VMkernel ports explicitly to the software iSCSI 
adapter. Configure target portals also within this subnet. The iSCSI initiator will 
then establish sessions from each bound VMkernel port to each reachable target 
portal, creating multiple paths over the single subnet.58 Careful network planning 
is needed to ensure all target portals are reachable from all bound VMkernel 
ports.109 This is often used with redundant switches within the same VLAN/subnet. 

●​ Microsoft Windows: 
○​ Install the "Multipath I/O" feature via Server Manager.87 

○​ In the MPIO Properties control panel (mpiocpl), go to the "Discover Multi-Paths" 
tab and check "Add support for iSCSI devices", then click Add and reboot when 
prompted.87 

○​ Configure the iSCSI Initiator (iscsicpl): Connect to the target, ensuring the "Enable 
multi-path" checkbox is selected during the initial connection.16 

○​ Add multiple sessions to the same target IQN using the "Properties" -> "Sessions" 
-> "Add Session" button in the iSCSI Initiator. For each new session, again check 
"Enable multi-path" and click "Advanced". Crucially, select a different combination 
of "Initiator IP" (source NIC on the host) and "Target portal IP" (destination portal 
on the array) for each session, ensuring these pairs typically reside in different 
subnets for true path diversity.16 

○​ Verify the paths in Disk Management (disk properties -> MPIO tab) and select an 
appropriate MPIO policy (e.g., Round Robin, Fail Over Only, Least Queue Depth).87 

●​ Linux: 
○​ Typically uses the device-mapper-multipath framework. Requires installation and 

configuration of the multipath-tools package. 
○​ The multipathd daemon discovers multiple paths (represented as separate 

/dev/sdX devices) to the same LUN (identified via SCSI INQUIRY data) and creates 
a single, unified multipath device entry (e.g., /dev/mapper/mpathX) through which 
applications access the LUN. 

○​ Configuration is managed via the /etc/multipath.conf file, defining device 
identification, path grouping, failover policies, and load balancing algorithms.89 

ALUA (Asymmetric Logical Unit Access): Most modern storage arrays support ALUA, a 
SCSI standard (part of SPC-3 and later) that allows the target to communicate the state and 
preference of different paths to the initiator.63 Common path states include: 

●​ Active/Optimized: A direct, high-performance path, typically to the controller that 
currently "owns" the LUN. 



●​ Active/Non-Optimized: A functional path, but potentially less performant (e.g., 
traversing an inter-controller link). 

●​ Standby: A path available for failover but not actively used for I/O. 
●​ Unavailable: A non-functional path. MPIO software on the initiator uses this ALUA 

information to make intelligent decisions about path selection for load balancing 
(preferring optimized paths) and failover. 

MPIO transforms iSCSI from a potentially vulnerable single-path connection into a resilient, 
enterprise-class storage fabric. It is considered essential for any production iSCSI deployment 
requiring high availability and consistent performance.58 However, the configuration process 
demands careful attention to detail across multiple layers – physical network topology, IP 
addressing and subnetting, switch configuration, initiator NIC setup, target portal 
configuration, and finally, the MPIO software settings specific to the host operating system.59 
Errors in any of these areas can lead to suboptimal performance, lack of effective load 
balancing, or failure to failover correctly when a path disruption occurs. 

Section 6: Common iSCSI Use Cases 
Leveraging its ability to transport block storage over standard IP networks, iSCSI finds 
application in a diverse range of scenarios, from small business storage consolidation to large 
enterprise virtualization and cloud integration. 
6.1 Storage Area Networks (SANs) 

The most fundamental use case for iSCSI is the creation of Storage Area Networks (SANs).1 
iSCSI enables organizations to consolidate storage resources into centralized arrays, which 
are then accessed by multiple servers (initiators) over an Ethernet network using block-level 
protocols. This approach is widely adopted in: 

●​ Small and Medium Businesses (SMBs): iSCSI provides an accessible and 
cost-effective entry point into SAN technology, allowing SMBs to gain benefits like 
centralized management, improved storage utilization, and enhanced data protection 
without the significant investment required for a dedicated Fibre Channel 
infrastructure.27 They can often leverage their existing Ethernet network and IT staff 
expertise.27 

●​ Enterprises: While Fibre Channel remains prevalent for the most demanding Tier-1 
applications, iSCSI is frequently used in enterprises for specific purposes. This includes 
providing storage for departmental applications, test/development environments, 
connecting lower-priority servers ("Tier 2" applications 1), or extending SAN connectivity 
to servers where FC HBA installation is impractical or cost-prohibitive.43 It often coexists 
with FC SANs within the same data center.14 

6.2 Virtualization Platform Storage 

iSCSI is a highly popular storage protocol for server virtualization environments, including 
VMware vSphere and Microsoft Hyper-V.11 Providing shared block storage via iSCSI enables 



critical hypervisor features that rely on multiple hosts accessing the same datastores, such as: 
●​ Live Migration: Moving running virtual machines (VMs) between physical hosts without 

downtime (e.g., VMware vMotion, Hyper-V Live Migration).34 

●​ High Availability (HA): Automatically restarting VMs on other hosts if a physical host 
fails.45 

●​ Load Balancing: Distributing VMs across hosts for optimal resource utilization (e.g., 
VMware Distributed Resource Scheduler - DRS). 

iSCSI allows hypervisor hosts (acting as initiators) to connect to shared LUNs on the storage 
target, where VM disk files (VMDKs, VHDXs) and configuration files are stored. This centralized 
storage model simplifies VM provisioning, management, backup, and disaster recovery 
compared to using local storage on each host.28 Many hyperconverged infrastructure (HCI) or 
virtual SAN (VSAN) solutions also utilize iSCSI either internally for node-to-node 
communication or externally to present storage volumes to other clients.23 

6.3 Database Storage 

iSCSI can be used to provide the underlying block storage for relational database servers like 
Microsoft SQL Server, Oracle Database, MySQL, and PostgreSQL.29 Databases often benefit 
from or require block-level access to manage their data files, transaction logs, and temporary 
spaces directly. However, database workloads, particularly online transaction processing 
(OLTP) systems, are often highly sensitive to I/O latency and require high IOPS. While iSCSI is 
viable, careful performance planning and network optimization are essential.47 For extremely 
demanding databases, the lower latency and potentially higher IOPS of Fibre Channel or 
high-performance direct-attached storage might be preferred unless the iSCSI network is 
specifically engineered for low latency using high-speed links, dedicated infrastructure, and 
hardware offload.43 MPIO configuration is critical for ensuring both performance and 
availability for database LUNs accessed via iSCSI.47 

6.4 Backup and Disaster Recovery (DR) 

iSCSI plays a significant role in modern backup and disaster recovery strategies. 
●​ Backup Targets: iSCSI LUNs serve as common targets for disk-based backup solutions. 

Backup software running on production servers can write backup data directly to LUNs 
presented by an iSCSI target array or a dedicated backup appliance.28 This offers faster 
backup and restore times compared to traditional tape systems. 

●​ Remote Replication: Because iSCSI operates over standard IP networks and is 
routable, it is well-suited for replicating data between a primary site and a remote 
disaster recovery (DR) site.6 Storage arrays often include built-in replication features 
that can operate over their iSCSI interfaces, allowing LUNs to be mirrored synchronously 
or asynchronously to a remote array for business continuity.44 

●​ Snapshot Integration: Backup and recovery processes frequently leverage storage 
array snapshot capabilities. Snapshots create point-in-time copies of iSCSI LUNs, which 
can then be backed up or replicated without impacting the live production volume.44 



6.5 Cloud Storage Integration 

The IP-based nature of iSCSI makes it readily adaptable for cloud and hybrid cloud storage 
scenarios. 

●​ Cloud Block Storage: Major cloud providers (e.g., AWS, Azure, GCP) offer managed 
block storage services that can often be accessed via iSCSI from virtual machines 
running within their cloud or even from on-premises servers connected via VPN or 
direct connections.29 For example, Amazon FSx for NetApp ONTAP allows presenting 
ONTAP LUNs via iSCSI to clients like VMware Cloud on AWS instances.142 This provides 
persistent, high-performance block storage for cloud-native applications, databases, or 
legacy applications migrated to the cloud. 

●​ Hybrid Cloud: iSCSI can facilitate hybrid cloud strategies by providing a consistent 
block storage access method across both on-premises data centers and public cloud 
environments, simplifying data mobility and application deployment.34 

The broad applicability of iSCSI stems directly from its foundation on ubiquitous IP 
networking. This allows it to address use cases ranging from cost-sensitive SMBs needing 
basic SAN functionality 28 to large enterprises deploying complex virtualization infrastructures 
11 and organizations leveraging cloud storage.29 Its core offering of block-level access satisfies 
the requirements of many critical applications like databases and hypervisors 32, while its 
ability to traverse standard networks enables flexible deployment models, including remote 
access and disaster recovery solutions.6 This versatility contrasts with Fibre Channel's 
traditional focus on high-performance, dedicated, data-center-local SANs 27 and NAS's 
specialization in file-level sharing.9 

Section 7: Evaluation of iSCSI: Advantages and 
Disadvantages 
A balanced assessment of iSCSI requires acknowledging both its significant strengths and its 
inherent limitations compared to alternative storage networking technologies. 
7.1 Advantages 

●​ Cost-Effectiveness: This is arguably iSCSI's most frequently cited advantage. By 
utilizing standard Ethernet switches, NICs (or LOM ports), and existing copper or fiber 
Ethernet cabling, iSCSI avoids the need for specialized and often more expensive Fibre 
Channel hardware like dedicated FC HBAs and FC switches.5 This can lead to lower 
initial acquisition costs and potentially a lower Total Cost of Ownership (TCO), 
particularly for organizations already heavily invested in Ethernet infrastructure.27 
Furthermore, it leverages the existing knowledge base of network administrators 
familiar with TCP/IP and Ethernet, reducing training costs.12 

●​ Ease of Management and Deployment: Compared to Fibre Channel, which involves 
concepts like World Wide Names (WWNs), fabric zoning, and specialized management 



tools, iSCSI deployment and management can be perceived as simpler, especially for 
teams primarily skilled in IP networking.5 Standard IP network management and 
troubleshooting tools can often be applied. Configuration can be simpler, especially in 
basic setups, and automation may be more straightforward using standard network 
automation techniques.38 

●​ Distance Capabilities: Because it runs over the routable TCP/IP protocol suite, iSCSI is 
not inherently limited by the physical distance constraints often associated with Fibre 
Channel links (which depend on speed, optics, and buffer credits).6 iSCSI traffic can 
traverse LANs, Metropolitan Area Networks (MANs), WANs, and the internet, making it 
suitable for remote data access, replication between geographically dispersed sites, 
and disaster recovery solutions.6 While network latency over long distances remains a 
performance factor, the ability to connect is fundamentally enabled by IP routing. 

●​ Flexibility and Scalability: iSCSI integrates readily into existing Ethernet 
environments.34 Scaling storage capacity is typically straightforward, involving adding 
more LUNs to existing targets or adding new targets to the network, which can then be 
discovered and accessed by initiators.8 It supports a wide variety of initiator and target 
hardware platforms, from software implementations on standard servers to high-end 
dedicated arrays.34 

●​ Compatibility: iSCSI initiator support is built into or readily available for virtually all 
major server operating systems (Windows, Linux variants, UNIX) and hypervisors 
(VMware ESXi, Microsoft Hyper-V).1 It can function using standard, widely available 
NICs, although performance will vary based on the NIC's capabilities and whether 
offload engines are present.1 

7.2 Disadvantages 

●​ Performance Overhead and Latency: The encapsulation of SCSI within iSCSI, TCP, IP, 
and Ethernet introduces protocol overhead.23 Processing these layers, especially in 
software, consumes host CPU cycles and adds latency to each I/O operation.1 
Compared to Fibre Channel, which is designed for low-latency, hardware-accelerated 
block transport, iSCSI generally exhibits higher latency and may achieve lower IOPS, 
particularly for small, random I/O workloads typical of transactional databases.9 
Achieving performance comparable to FC often requires careful network tuning, 
high-speed Ethernet (10GbE+), and hardware offload engines.43 Furthermore, the 
single-threaded, single-queue nature inherent in standard SCSI, which iSCSI inherits, 
can become a bottleneck when dealing with highly parallel modern multi-core CPUs and 
very fast solid-state drives (SSDs), limiting the ability to fully exploit the underlying 
hardware's parallelism.125 

●​ Sensitivity to Network Congestion and Loss: iSCSI's reliance on TCP means its 
performance is directly impacted by the quality and stability of the IP network.17 
Standard Ethernet networks are "lossy" – they permit packet drops during periods of 
congestion. TCP reacts to packet loss by reducing its transmission rate (congestion 



avoidance) and retransmitting lost packets, which significantly increases latency and 
reduces throughput.17 This makes iSCSI performance potentially less predictable than 
FC's, especially on shared or oversubscribed networks.75 Ensuring reliable performance 
often necessitates dedicated networks or implementing QoS and potentially DCB 
features to create a more "lossless" or prioritized Ethernet environment for storage 
traffic.1 

●​ Security Configuration Complexity: While iSCSI offers security features like CHAP 
authentication and compatibility with IPsec encryption, configuring and managing these 
effectively requires careful planning and expertise.6 CHAP security depends on strong, 
well-managed secrets 6, and managing these across many initiators can become 
burdensome.50 IPsec adds a significant layer of configuration complexity and can 
introduce performance overhead if not implemented efficiently (e.g., with hardware 
acceleration).39 Network isolation, while beneficial, requires diligent network 
management to prevent misconfigurations.6 Achieving a robust security posture often 
involves trade-offs with cost, performance, and ease of management. 

●​ CPU Load (without Offload): As previously discussed, running the iSCSI and TCP/IP 
stacks in software on the host initiator can consume substantial CPU resources.14 In 
environments where host CPUs are already heavily utilized by applications (e.g., 
virtualization hosts, database servers), this additional load can negatively impact overall 
system performance.23 This necessitates either over-provisioning CPU resources or 
investing in hardware offload solutions (TOE NICs or iSCSI HBAs) to alleviate the host 
CPU burden.1 

A fundamental observation is that iSCSI's core strengths and weaknesses are intrinsically 
linked to its design choice of leveraging the standard TCP/IP protocol suite over commodity 
Ethernet.17 The advantages of cost-effectiveness, familiarity, flexibility, and broad reach derive 
directly from using this ubiquitous networking foundation. Conversely, the disadvantages 
related to performance overhead (latency, CPU load) and sensitivity to network conditions 
stem from mapping a synchronous block protocol onto a general-purpose, 
software-processed, potentially lossy packet network, in contrast to Fibre Channel's 
specialized, hardware-oriented, lossless design. 
Furthermore, the perceived cost advantage of iSCSI requires careful consideration. While 
basic Ethernet components (standard NICs, basic switches) are indeed less expensive than 
their FC counterparts (HBAs, FC switches), achieving enterprise-grade performance and 
reliability with iSCSI often necessitates additional investments.47 This can include 
higher-speed Ethernet infrastructure (10GbE or faster), dedicated switches or VLANs for 
traffic isolation, enterprise-class switches with sufficient buffering and potentially DCB 
features, and often hardware offload initiators (TOE or HBA) to mitigate CPU bottlenecks. 
When comparing fully optimized, high-performance, highly available configurations, the total 
cost of ownership difference between iSCSI and Fibre Channel may narrow considerably, 
shifting the decision towards factors like existing infrastructure, required performance levels, 
and administrative expertise. 



Section 8: Comparative Analysis: iSCSI vs. Alternatives 
Choosing the right storage networking protocol requires understanding how iSCSI compares 
to its main alternatives, primarily Fibre Channel (FC) and Fibre Channel over Ethernet (FCoE). 
Each protocol presents distinct characteristics regarding transport mechanisms, performance 
profiles, cost implications, complexity, infrastructure requirements, and typical deployment 
scenarios. 
8.1 iSCSI vs. Fibre Channel (FC) 

 
Feature iSCSI Fibre Channel (FC) Key Differences & 

Implications 
Transport Uses TCP/IP over 

standard Ethernet 
networks 1 

Uses a dedicated, 
specialized protocol 
(FCP) over a dedicated 
FC network (fabric) 7 

iSCSI leverages 
existing, multi-purpose 
IP infrastructure; FC 
requires a separate, 
purpose-built storage 
network. 

Performance Generally higher 
latency, lower IOPS 
than FC at equivalent 
speeds; performance 
sensitive to CPU load, 
network quality, and 
offload engines 25 

Generally lower 
latency, higher and 
more predictable 
throughput/IOPS due 
to hardware offload 
and lossless, 
credit-based flow 
control 25 

FC is optimized for 
storage performance; 
iSCSI performance 
depends heavily on 
optimization and 
underlying 
network/host 
capabilities. FC often 
outperforms iSCSI 
even at lower nominal 
speeds.75 

Cost Lower initial hardware 
cost (uses Ethernet 
NICs/switches); TCO 
advantage depends on 
required 
performance/reliability 
optimizations 21 

Higher initial hardware 
cost (requires FC 
HBAs, FC switches); 
potentially simpler 
high-performance 
scaling 21 

iSCSI is cheaper for 
basic deployments; FC 
is purpose-built for 
performance, which 
comes at a higher 
component cost. 
Optimizing iSCSI 
narrows the gap.50 

Complexity Leverages familiar IP 
networking concepts; 
potentially simpler for 
network admins. 
Configuration of MPIO, 

Requires specialized 
knowledge (WWNs, 
zoning, fabrics); 
potentially 
simpler/more 

Familiarity drives 
perceived simplicity. 
FC has specialized but 
mature management 
paradigms (zoning). 



security, tuning can be 
complex 21 

standardized for 
high-end SANs 7 

iSCSI relies on IP skills 
but adds 
storage-specific layers 
(MPIO, discovery, 
CHAP). 

Infrastructure Can run over shared or 
dedicated Ethernet 
networks 1 

Requires a separate, 
dedicated FC SAN 
fabric 9 

iSCSI offers 
infrastructure 
convergence potential; 
FC mandates 
infrastructure 
separation. 

Distance Routable over IP 
networks 
(LAN/WAN/Internet); 
latency is the main 
limiting factor 6 

Distance limited by 
speed/optics/buffering; 
requires extenders 
(e.g., FCIP) for long 
distances 27 

iSCSI inherently 
supports long 
distances via IP; FC 
requires specific 
technologies for 
extension. 

Typical Use Cases SMB SANs, Tier 2 apps, 
virtualization, 
backup/DR, cloud 
integration, 
cost-sensitive 
environments 1 

Mission-critical 
enterprise apps, 
high-performance 
databases, 
environments 
prioritizing lowest 
latency and highest 
reliability 25 

FC dominates where 
performance/reliability 
are paramount and 
cost is secondary. 
iSCSI excels where 
cost/flexibility/IP 
integration are key 
drivers. 

8.2 iSCSI vs. Fibre Channel over Ethernet (FCoE) 

 

Feature iSCSI Fibre Channel over 
Ethernet (FCoE) 

Key Differences & 
Implications 

Encapsulation SCSI commands 
encapsulated within 
TCP/IP packets 11 

Native Fibre Channel 
frames encapsulated 
directly within Ethernet 
frames (EtherType 
0x8906) 26 

FCoE bypasses TCP/IP, 
aiming to preserve FC 
protocol behavior and 
performance over 
Ethernet. iSCSI relies 
on TCP/IP for transport 
and reliability. 

Infrastructure Runs over standard 
TCP/IP Ethernet; DCB 
optional for 
enhancement 1 

Requires lossless 
Ethernet using Data 
Center Bridging (DCB) 
features (PFC, ETS, 

FCoE mandates a more 
advanced (and 
potentially 
complex/costly) 



DCBX) on switches and 
adapters 24 

Ethernet infrastructure 
(DCB). iSCSI works on 
standard Ethernet but 
may benefit from DCB. 

Hardware Uses standard NICs, 
TOE NICs, or iSCSI 
HBAs 11 

Typically uses 
Converged Network 
Adapters (CNAs) 
combining NIC and 
FCoE/FC HBA 
functions 125 

FCoE requires specific 
CNAs for hardware 
offload. iSCSI offers 
more hardware 
choices, including 
software-only options. 

Performance Subject to TCP/IP 
overhead; 
performance varies 
with offload and 
network quality 27 

Aims for FC-like 
performance over 
Ethernet; leverages 
lossless fabric and FC 
protocol efficiency 42 

FCoE is designed to 
offer performance 
closer to native FC by 
avoiding TCP/IP. iSCSI 
performance is 
inherently tied to 
TCP/IP behavior. Both 
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